
Baltimore County Public Schools, Library Media Programs    Revised September 2019 

BCPS Digital Citizenship Scope & Sequence K-12 

Introduced (I) Reinforced (R)  Mastered and Sustained (M&S) 
 

Topic Skills/Learning Targets K 1 2 3 4 5 6-8 9-12 Family Engagement Activities 

Media Balance & 
Well Being 

Identify ways to balance media 
usage times and non-media 
times.  

 I R R R R R R 
M
& 

S 

Family Media Agreement  (English) 
 
Family Media Agreement  (Spanish)  
 
Family Engagement Tip Sheet (Grades K-5): Help 
Kids Balance Their Media Lives 
 
Family Engagement Tip Sheet (Grades 6-12): Help 
Kids Balance Their Media Lives 
 
Family Engagement Tip Sheet: 5 Simple Steps to a 
Healthy Family Media Diet  (English and Spanish) 
 
Family Engagement Article: How to Set Screen 
Rules that Stick 
 
Family Engagement Article: 10 Ways to Help Your 
Kid Get a Good Night’s Sleep 
 
Family Engagement Video: 5 Signs Your Kid Has a 
Healthy Relationship with Screens 
 
FAQ’s and Articles: Cell Phone Parenting 
 

Media Balance & 
Well Being 

Analyze daily media habits to 
determine how to make 
healthy choices and achieve 
media balance. 

   I R R R R 
M
& 

S 

Media Balance & 
Well Being 

Understand the effects of too 
much screen time and digital 
media use on health and well-
being.  

     I R R 
M
& 

S 

Media Balance & 
Well Being 

Analyze the effects of digital 
media and cell phone use on 
the brain. 

      I R 
M
& 

S 

https://d1e2bohyu2u2w9.cloudfront.net/education/sites/default/files/common_sense_family_media_agreement.pdf
https://d1e2bohyu2u2w9.cloudfront.net/education/sites/default/files/common_sense_family_media_agreement_spanish.pdf
https://www.commonsense.org/education/family-tips/k-5-media-balance-and-well-being
https://www.commonsense.org/education/family-tips/k-5-media-balance-and-well-being
https://www.commonsense.org/education/family-tips/6-12-media-balance-and-well-being
https://www.commonsense.org/education/family-tips/6-12-media-balance-and-well-being
https://d2e111jq13me73.cloudfront.net/sites/default/files/uploads/pdfs/csm_bilingual-access_healthymedia_final_2.pdf
https://d2e111jq13me73.cloudfront.net/sites/default/files/uploads/pdfs/csm_bilingual-access_healthymedia_final_2.pdf
https://www.commonsensemedia.org/blog/how-to-set-screen-rules-that-stick
https://www.commonsensemedia.org/blog/how-to-set-screen-rules-that-stick
https://www.commonsensemedia.org/blog/10-ways-to-help-your-kid-get-a-good-nights-sleep
https://www.commonsensemedia.org/blog/10-ways-to-help-your-kid-get-a-good-nights-sleep
https://www.commonsensemedia.org/videos/5-signs-your-kid-has-a-healthy-relationship-with-screens
https://www.commonsensemedia.org/videos/5-signs-your-kid-has-a-healthy-relationship-with-screens
https://www.commonsensemedia.org/cellphone-parenting
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Topic Skills/Learning Targets K 1 2 3 4 5 6-8 9-12 Family Engagement Activities 

Digital Footprint & 
Identity 

Distinguish between 
information that is safe and 
unsafe to share in online 
profiles.  

   I R R R M
& 

S 

Family Engagement Article (Grades 6-8): Help! 
My Kid Wants to Use Social Media 
 
Family Engagement Article (Grades 9-12): How 
Colleges Use Kids’ Social Media Feeds 
 
 

Digital Footprint & 
Identity 

 

Understand how what is 
posted online creates a digital 
footprint that may remain 
even after it is erased. 

     I R R 
M
& 
S 

Digital Footprint & 
Identity 

 

Describe how what is posted 
and shared about you online 
can impact your reputation and 
future and identify strategies 
for controlling and improving 
your digital footprint. 

      I R
M
& 
S 

Digital Footprint & 
Identity 

 

Analyze the impact of gender 
stereotypes to identify 
opportunities for gender 
expression in online 
environments. 

      I M
& 

S 

https://www.commonsensemedia.org/blog/help-my-kid-wants-to-use-social-media
https://www.commonsensemedia.org/blog/help-my-kid-wants-to-use-social-media
https://www.commonsensemedia.org/blog/how-colleges-use-kids-social-media-feeds
https://www.commonsensemedia.org/blog/how-colleges-use-kids-social-media-feeds
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Topic Skills/Learning Targets K 1 2 3 4 5 6-8 9-12 Family Engagement Activities 

 
Privacy & Security 

Identify rules and strategies for 
safe Internet usage.  

I R R R R R R R
M
& 

S 

Family Engagement Parents Concerns Topic: 
Privacy and Internet Safety 
 
Family Engagement Video: 5 Internet Safety Tips 
for Kids 
 
Family Engagement Video: 5 Surefire Ways to 
Protect Your Kid’s Online Privacy 
 
Family Engagement Video: 5 Surefire Ways to 
Protect Your Kid’s Online Privacy (Spanish) 
 
Family Engagement Tips (Grades K-5): Online 
Privacy & Security 
 
Family Engagement Tips (Grades 6-12): Online 
Privacy & Security 
 
Family Engagement Tips: Online Privacy and 
Security (Spanish) 
 
Family Engagement Article (Grades K-2): Why 
Parents Should Care About Kid’s and Online 
Privacy 
 
Family Engagement Activity: Online Privacy and 
Security 
 
Family Engagement Article (Grades 9-12): How to 
Talk to Teens About Dealing with Online 
Predators 
 

 
Privacy & Security 

 

Identify ways to keep personal 
information private when 
using the Internet, such as 
avoiding phishing scams. 

I R R R R R R R
M
& 

S 

 
Privacy & Security 

 

Evaluate the safety, 
appropriateness, and privacy 
policies of websites in order to 
make safe and responsible 
digital decisions. 

 I R R R R R R
M
& 
S 

 
Privacy & Security 

 

Identify and apply the 
characteristics of strong 
passwords and other measures 
to protect private information 
and guard against identity 
theft. 

    I R R R
M
& 
S 

https://www.commonsensemedia.org/privacy-and-internet-safety
https://www.commonsensemedia.org/privacy-and-internet-safety
https://www.commonsensemedia.org/videos/5-internet-safety-tips-for-kids
https://www.commonsensemedia.org/videos/5-internet-safety-tips-for-kids
https://www.commonsensemedia.org/videos/5-surefire-ways-to-protect-your-kids-online-privacy
https://www.commonsensemedia.org/videos/5-surefire-ways-to-protect-your-kids-online-privacy
https://www.commonsensemedia.org/videos/5-formas-de-proteger-la-privacidad-online-de-tus-hijos
https://www.commonsensemedia.org/videos/5-formas-de-proteger-la-privacidad-online-de-tus-hijos
https://www.commonsense.org/education/family-tips/k-5-privacy-and-security
https://www.commonsense.org/education/family-tips/k-5-privacy-and-security
https://www.commonsense.org/education/family-tips/6-12-privacy-and-security
https://www.commonsense.org/education/family-tips/6-12-privacy-and-security
https://www.commonsense.org/education/spanish/family-tips/k-5-privacy-and-security
https://www.commonsense.org/education/spanish/family-tips/k-5-privacy-and-security
https://www.commonsensemedia.org/blog/real-world-reasons-parents-should-care-about-kids-and-online-privacy
https://www.commonsensemedia.org/blog/real-world-reasons-parents-should-care-about-kids-and-online-privacy
https://www.commonsensemedia.org/blog/real-world-reasons-parents-should-care-about-kids-and-online-privacy
https://docs.google.com/presentation/d/1l2V8WgjE_6g3jtjfq9oYDsZi7OPT5Gs8bvBTfe3kSD0/edit#slide=id.g3ca09f293b_0_1
https://docs.google.com/presentation/d/1l2V8WgjE_6g3jtjfq9oYDsZi7OPT5Gs8bvBTfe3kSD0/edit#slide=id.g3ca09f293b_0_1
https://www.commonsensemedia.org/blog/how-to-talk-to-teens-about-dealing-with-online-predators
https://www.commonsensemedia.org/blog/how-to-talk-to-teens-about-dealing-with-online-predators
https://www.commonsensemedia.org/blog/how-to-talk-to-teens-about-dealing-with-online-predators
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Topic Skills/Learning Targets K 1 2 3 4 5 6-8 9-12 Family Engagement Activities 

Relationships & 
Communication 

Identify and describe an online 
community. 

I R R M
&
S 

M
&
S 

M
&
S 

M
&
S 

M
& 

S 

Family Engagement Tip Sheet (Grades K-5): 
Relationships & Communication (English) 
Relationships & Communication (Spanish) 
 
Family Engagement Tip Sheet (Grades 6-12): 
Relationships & Communication 
 
Family Engagement Article (Grades 9-12): How to 
Talk to Teens About Dealing with Online 
Predators 
 
Family Engagement Tip Sheet (9-12): Everything 
You need to Know About Sexting 
 
Family Engagement Tip Sheet: Relationships & 
Communication (Spanish) 

Relationships & 
Communication 

 

Compare in-person and online 
community rules. 

  I R R M
&
S 

M
&
S 

M
& 

S 

Relationships & 
Communication 

 

Explain what it means to be a 
good digital citizen. 

   I R R M
& 
S 

M
& 

S 

Relationships & 
Communication 

 

Describe how to have positive 
social interactions online.  

    I R R R 
M
& 
S 

Relationships & 
Communication 

 

Identify risks and potential 
consequences of sexting. 

      I R 
M
& 
S 

https://www.commonsense.org/education/family-tips/k-5-relationships-and-communication
https://www.commonsense.org/education/spanish/family-tips/k-5-relationships-and-communication
https://www.commonsense.org/education/family-tips/6-12-relationships-and-communication
https://www.commonsensemedia.org/blog/how-to-talk-to-teens-about-dealing-with-online-predators
https://www.commonsensemedia.org/blog/how-to-talk-to-teens-about-dealing-with-online-predators
https://www.commonsensemedia.org/blog/how-to-talk-to-teens-about-dealing-with-online-predators
https://www.commonsensemedia.org/sites/default/files/uploads/connecting_families/sexting_handbook_ce_0816.pdf
https://www.commonsensemedia.org/sites/default/files/uploads/connecting_families/sexting_handbook_ce_0816.pdf
https://www.commonsense.org/education/spanish/family-tips/k-5-relationships-and-communication
https://www.commonsense.org/education/spanish/family-tips/k-5-relationships-and-communication
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Topic Skills/Learning Targets K 1 2 3 4 5 6-8 9-12 Family Engagement Activities 

 
News & Media Literacy 

Identify tools used to access 
digital media and determine 
how they are used in daily life.  

 I R R M
&
S 

M
&
S 

M
&
S 

M
& 

S 

Family Engagement Video: 5 Great Online New 
Sources for Kids 
 
Family Engagement Video: 4 Great Fact Checking 
Sites 
 
Family Engagement Video: 3 Online Tools to Sniff 
Out Fake News 
 
Family Engagement Article: Get Kids to Create 
Media, Not Just Consume it 
 
Family Tip Sheet: Fake or Real? 
 
Family Engagement Blog Article: How to Spot 
Fake News and Teach Kids to Have Media Savvy 
 
Family Engagement Blog Article: Teaching Kids 
Media Smarts During Breaking News 

 
News & Media Literacy 

Evaluate the learning supports 
and features of digital content.  

  I R M
&
S 

M
&
S 

M
&
S 

M
& 

S 

 
News & Media Literacy 

Explain the importance of 
respecting the copyrights of 
the works of others and using 
the works responsibly. 

  I R R R R R 

M
& 
S 

 
News & Media Literacy 

Understand how to paraphrase 
and quote and author’s ideas 
and include a citation in order 
to use the work of others in an 
ethical manner. 

   I R R R R 

M
& 
S 

 
News & Media Literacy 

Understand one’s rights 
responsibilities as creators of 
media. 

   I R R R R 

M
& 
S 

 
News & Media Literacy 

Evaluate the credibility of news 
sources in a variety of 
platforms and formats. 

     I R R 

M
& 
S 

  

https://www.commonsensemedia.org/videos/5-great-online-news-sources-for-kids
https://www.commonsensemedia.org/videos/5-great-online-news-sources-for-kids
https://www.commonsensemedia.org/videos/4-great-fact-checking-sites-for-tweens-teens
https://www.commonsensemedia.org/videos/4-great-fact-checking-sites-for-tweens-teens
https://www.commonsensemedia.org/videos/3-online-tools-to-sniff-out-fake-news
https://www.commonsensemedia.org/videos/3-online-tools-to-sniff-out-fake-news
https://www.commonsensemedia.org/blog/new-strategies-to-get-kids-to-create-media-not-just-consume-it
https://www.commonsensemedia.org/blog/new-strategies-to-get-kids-to-create-media-not-just-consume-it
https://d1e2bohyu2u2w9.cloudfront.net/education/sites/default/files/tlr-asset/fake_or_real_middleschool_parent_8.5x11in.pdf
https://www.commonsensemedia.org/blog/how-to-spot-fake-news-and-teach-kids-to-be-media-savvy
https://www.commonsensemedia.org/blog/how-to-spot-fake-news-and-teach-kids-to-be-media-savvy
https://www.commonsensemedia.org/blog/teaching-kids-media-smarts-during-breaking-news
https://www.commonsensemedia.org/blog/teaching-kids-media-smarts-during-breaking-news
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Topic Skills/Learning Targets K 1 2 3 4 5 6-8 9-12 Family Engagement Activities 

Cyberbullying, Digital 
Drama & Hate Speech 

Recognize inappropriate online 
communication, digital drama, 
or cyberbullying and identify 
strategies for avoiding or 
responding. 

  I R R R R R 
M
& 
S 

Family Engagement Resources (K-12): 
Cyberbullying 
 
Family Engagement Tip Sheets(K-12): 
Help Kids Fight Cyberbullying and other Mean 
Online Behavior  (English) 
 
Help Kids Fight Cyberbullying and other Mean 
Online Behavior  (Spanish) 
 
FAQs, Articles, and Videos for Parents: 
Cyberbullying, Haters, and Trolls 

Cyberbullying, Digital 
Drama & Hate Speech 

 

Explain the difference between 
bystander and upstander 
behaviors.  

   I R R R R 
M 
& 
S 

Cyberbullying, Digital 
Drama & Hate Speech 

 

Describe the effects of 
cyberbullying, online cruelty, 
or hate speech on individuals, 
groups, and communities. 

   I R R R R 
M 
& 
S 

 

https://www.commonsense.org/education/toolkit/audience/family-engagement-cyberbullying
https://www.commonsense.org/education/family-tips/k-12-cyberbullying-digital-drama-and-hate-speech
https://www.commonsense.org/education/family-tips/k-12-cyberbullying-digital-drama-and-hate-speech
https://www.commonsense.org/education/spanish/family-tips/k-12-cyberbullying-digital-drama-and-hate-speech
https://www.commonsense.org/education/spanish/family-tips/k-12-cyberbullying-digital-drama-and-hate-speech
https://www.commonsensemedia.org/cyberbullying

